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PURPOSE/POLICY STATEMENT:
The purpose of this policy is to establish guidelines and standards for the governance of the
privacy program as part of the functions of Vermont Health Connect (VHC).

BACKGROUND and REFERENCES:

The Patient Protection and Affordable Care Act of 2010 (ACA) required the creation of health insurance
exchanges (i.e., marketplaces) to help individuals find and enroll in affordable health insurance coverage.
Vermont is implementing a state-run health exchange. In May 2011, the Vermont legislature enacted its
own comprehensive reform of healthcare delivery and payment that envisions a healthcare system
decoupled from the traditional employer-sponsored insurance model, which ultimately evolves into a
single-payer system. This law, Act 48 (An Act Relating to a Universal and Unified Health System),
authorized VHC and established it within the Department of Vermont Health Access (DVHA), the
department within the Agency of Human Services (AHS) responsible for administering the state’s
Medicaid program. The Affordable Care Act requires state-run health insurance exchanges to establish
and maintain security and privacy programs to protect users’ personally identifiable information and to
establish a governance structure to maintain and enforce the programs (45 CFR 155.200).

DEFINITIONS:

e The term Personally Identifiable Information “PII” refers to information that can be used
to distinguish or trace an individual’s identity, either alone or when combined with other
personal or identifying information that is linked or linkable to a specific individual. The
definition of PII is not anchored to any single category of information or technology.
Rather, it requires a case-by-case assessment of the specific risk that an individual can be
identified. In performing this assessment, it is important for an agency to recognize that
non-PII can become PII whenever additional information is made publicly available in
any medium and from any source that, when combined with other available information,
could be used to identify an individual.

e The Term Federal Tax Information “FTI” refers to any Federal tax returns or return information.




e The term “Services” includes work performed by a Business Partner for or on behalf of
AHS to perform VHC Minimum Functions, which requires the use and/or disclosure of
personally identifiable information (PI) (including Personal Health Information).
“Services” does not include any work done that is not required to perform Minimum
Functions.)

e The term “Minimum Functions” includes all work performed (or contracted to be
performed) pursuant to subparts D, E, F, H, and K of 45 CFR 155.200, if such work
requires the Business Partner to create, collect, use, or disclose PII.

e The term “Business Partner” refers to an individual or entity who enters into an agreement with
VHC and who will gain access to PII submitted to VHC or will collect, use or disclose PII
gathered directly from applicants, qualified individuals, or enrollees while that 1nd1v1dual or
entity is performing the functions outlined in the agreement with VHC.

SCOPE:
This policy applies to the VHC Privacy Officer, VHC Security Officer, staff appointed to be part
of a VHC privacy and/or security team, and all other applicable AHS employees.

STANDARDS and/or GUIDELINES:

One of the guiding principles for a health insurance exchange is the "minimum necessary" rule,
which requires VHC to disclose only the minimum amount of PII to accomplish each intended
purpose. AHS shall take all appropriate steps to ensure that the collection, creation, use and
disclosure of PII is limited to, and consistent with, the minimum functions defined in 45 CFR
155.260.

In order to ensure the privacy and protection of individuals’ PII, the Privacy Officer shall:

1. Administer and oversee the VHC Privacy Policy and all applicable VHC Standards and
Guidelines.

2. Be responsible for the oversight and protection of personally identifiable information
(PIL).

3. Collaborate with AHS departments, and other entities including the Attorney General’s
Office and the Vermont Department of Information and Innovation to maintain VHC
compliance with policies, procedures and federal and state laws.

4. Confer with the Security Officer regarding the establishment of physical safeguards and
implement technology solutions in line with this concept, according to CMS and IRS
guidance, and in adherence to 45 CFR155.260.

5. Maintain a complete understanding of relevant laws and regulations to create and enforce
internal policies and procedures surrounding the retrieval and management of PII.



6. Develop and implement privacy initiatives in the areas of privacy leadership, privacy risk
management and compliance, information security (in coordination with the Security
Officer), incident response, notice and corrective action, privacy training and awareness,
and accountability.

7. Partner with appropriate AHS employees to oversee the creation and modification of
training materials, and to monitor staff compliance with training requirements.

8. Coordinate with the Security Officer to ensure that the technological infrastructure can
meet privacy requirements.

9. Develop and maintain a privacy breach process. When a privacy breach is reported,
follow the breach process to report to CMS and the VT Attorney General’s Office,
investigate the facts, resolve any issues, and work in tandem with the Security Officer
and/or legal authorities if necessary, as expediently as possible.

10. Coordinate the revisions of policies as necessary to comply with changes in the law,
regulations, and accreditation requirements and due to changes in business operations.

11. Serve as liaison to regulatory and accrediting bodies.

12. Provide reports regarding the status of compliance.

13. Ensure that Business Partners comply with privacy policies and procedures.

14. Conduct periodic reviews to assess compliance with privacy policies and procedures.

15. Develop and update short, simple, and informative materials to enable AHS staff and
business partners to self-assess and identify privacy issues that should be escalated to the
privacy officer.

16. Conduct periodic privacy assessments of the state of PII protection within the VHC. The
Privacy Officer shall also work with the Security Officer to ensure that an assessment of
privacy practices is included as an integral part of periodic risk assessments.

17. Coordinate with respective privacy and security teams in the development and review of
privacy policies and procedure before approval by the applicable AHS Commissioners or
designee.

ENFORCEMENT:

The Privacy Officer and Security Officer are responsible for enforcement



