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Thomas Murray, CIO
Department of Information & Innovation
[phone]
802-828-4141



Office of Commissioner & CIO
133 State Street, 5th Floor
Montpelier, VT 05633-0210




dii.vermont.gov
MEMORANDUM

TO:

Secretaries, Commissioners, Business and Information Technology Managers.

FROM:
Thomas Murray, Commissioner & CIO
DATE:
June 29, 2009
SUBJECT:
Digital Media and Hardware (Computer) Disposal Policy and Standard
As agencies and departments dispose of old PCs, laptops, servers and storage devices there is the potential for exposing confidential information.  It is critical that we eliminate this risk by properly disposing these devices.  The attached document is the new Digital Media and Hardware Disposal Policy and Standard that is effective immediately. Please be sure that all employees read these documents and understand the new process for disposal of digital media and hardware.

While all of the information in these documents is important, the primary point of emphasis is the way in which the disposal of hard drives in these devices will be handled.  Before a machine (desk top, laptop, server or other hardware containing a hard drive device) leaves an agency for reuse, disposal and/or recycling outside of a department, agency or to be sent to surplus, the hard drives MUST be removed by the agency/department IT staff and locked in a secured area. Disposal of all hard drives will be handled by SecurShred, the vendor contracted by the State. SecurShred will destroy the hard drives on site and remove them. Agencies will be responsible for writing a procedure for this process. A list of serial numbers will be supplied to the agency when the hard drives are destroyed. Please refer to the Policy and Standard for details and information concerning disposal of other hardware devices.

We have coordinated two conference calls that your business managers and IT managers are encourage to attend, during which representatives from BGS Surplus, DII and Secure Shred will available to answer questions.  These will be held on Wed., July 1 at 9:00 AM and Wed., July 8 at 11:00 AM, bridge # 1 866 642 1665. Passcode: 422424.
Compliance with this policy is mandatory and we appreciate your attention on this matter.
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